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20. BW/ UReal/ ¥4 araf et (Conferencmg skil)
21. <Y we¥ (Financial Management)
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9—1eafIT- BRI TF wivedw
10-gexe-dododio /anfodo  WEteler, oo wEW WM, fRuied
R
> 3g0di00Fe 2000 (FUT HARG 2008) W& oy AN qur wiRawi
§ W
> UIEER JWE —HAM Td QAdw @ Rofied g # wwEen
feforee Wy &1 ool (seizure) U9 SR B @ TF qqRTIS
WISE MR WriloR (5.0.p.)
a—wIZIY JI P JHRN—
Introduction, Definition
Overview Of cyber Crimes Indian & Global Scenario
Types Of Cyber Crimes (NCRB Classification)
Cyber security
b—cfirer pagH—
A- Information technology Act 2000 vide amendments 2008
and relevant provision in IEA (65B)

B- IPC- Destruction of electronic record (204), cheating (420),

forgery (468), criminal breach of trust (406),
counterfeiting (476) etc.

C- Other SLL - 1. Copy Right Act 1957 2. Trade Mark Act 1999
C—TZIV BITH— |
Cyber forensic- Definition, classification, Introduction
A- Definition & Scope of Computer forensic.
B- Use of Cyber Forensic Analysis for 10
Digital Evidence
A- Nature & Source
B- Digital Signature
C- Certifying authorities
d—g~rSicgarTer volvior—
DSCI FSL, CERT-IN, NTRO, C-DAC- Cyber PS, CI Cell
e—VHHINGT /TS AT BIV FIZI FIgH s%?ve‘?ﬁm
Flow Chart

Steps in Crime Scene
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Panchnama & Seizure Proceedings
Chain Of custody and Digital Evidence collection form

- Procedure for collection of digital evidence; while seizing
switched of systems, live systems & mobile phones

Conducting interrogation (List of standard Questions)

Road Block in cyber crime investigation.
J- Data acquisition - (Online Bank Frauds)- Basics of
data storage on hard disk and file system-

Introduction to forensic Imaging/ Duplication Of

Data

Ways for acquiring data in a forensically sound

manner from Hard Drives, Smart Phones, USB

Drives, Digital Camera & in Digital equipment

where drives can not be removed.

Hashing, imaging, analyzing, handling

Mobile Forensics

- Deleted data and password recovery

g. Packaging, Labeling and analysis (To be dealt By FS
Faculty) -

Transportation of evidence

Legal procedure to be followed post seizure of

evidence

Forensic examination

FSL report - Interpretation of report

Collection & Analysis of CCTV Footage

Do’s and Don'ts for 10
h. Validation of data - Correlating External Data with
lab findings

Goals of cybercrime investigation

Problems faced by I0.
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i. Guideline to preparing charge sheet-
Tips to preserve the seized digital media
Tips to produce seized digital evidence in court
Tips to prepare for deposition of evidence in court

J- Case studies of successful investigations

k. Simulation exercises (From crime scene to charge
sheet)-

Threatening by E-mail (Obscene profiles)
Banking Fraud (Credit Card & Debit Card)

L. Cyber Terrorism - Social Media monitoring &
investigation (Session to be dealt by Cyber cell)
threatening by e-mail etc.

Forensic and investigation tools and techniques
(i) Memory card extraction and reading
(i1) SIM card extraction and reading
(iii) write blocking
(iv) FTK
(v) En case
(vi} Portable forensic Lab - Tableau Adapter Paraben
(vii) Mobi’e forensic and important police related mobiie
apps.
(viii) Free tools for cyber forensics
1-36 UBSe FM1, $Hd NI/ NG S/ FEA SRS
&1 | /3500 Fielwioansodio TR wHT
12-FFYER [§ Cqs BRIGITH — WA WG
13-glagine FPREr 9@ e, Gathering  information  from

external agencies/ companies ——
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(i} Sociai networking sites like Facebook Orkut
etc.

(ii) Financial/Net banking institution website
domain/ hosting providers VolP {Voice Over (P}
Service providers

h. Tower Dump Analysis

A. Call spoofing, VoIP Tracing, Mobile phane
tracking on various platform like I0s, Android,
windows, tower dump analysis etc

B. Case scenario

C. Current trends in mobile investigation.

sgodflo P, IWame BRE  Sosmdorwo /MAiE, SRTEAES.
TSP, A GRa

14—gfer R F 9 @ R Y99/ Tiweaux

Heinous Crime Monitoring System

Missing Persons

Track the Missing child

Unidentified Bodies

Stolen Vehicle Query (NCRB}

15~-HoeHovaotwo
- based CCTNS Application Training (CAS)

1. Prosecution Module

a. [IIF-6 Court Disposal Form

b. [IIF- 7 Result of Appeal Form
Z. Data Bank Module

a. Vehicale Theft

Citizen Services Module
Extension Module
5. Central Services

VVVVYYV

Call g
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HIATI—50 A P—40
Role- based CCTNS Application Training (CAS)
1—-am efFed -
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» amr e o <
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> 7% g o e e
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